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Ontario in 2018 saw 2-4 times more online 
ballots cast than Estonia in 2019



Online voting security research

Online voting has no device you can buy and reverse 
engineer

What can we do?



Municipal Elections Act

• Strict procedures for paper ballots

• Strict procedures for ranked-choice voting

• “Alternative voting methods”
• Basically whatever you want

• No standards, guidance, best practices

• Cities make their own decisions about online voting, 
often only in consulting vendors



Legal Principles*
• Ballot secrecy. The secrecy and confidentiality of the voting process 

is paramount, 
• Fairness. The election shall be fair and non-biased. Voters and 

candidates shall be treated fairly and consistently, 
• Accessibility. The election shall be accessible to the voters, 
• Integrity. The integrity of the voting process shall be maintained 

through out the election, 
• Certainty. There is to be certainty that the results of the election 

reflect the votes cast, 
• Eligibility. Valid votes are counted and invalid votes are rejected

*Not actually in the Act



Who’s using online voting?









The Ministry does not have a list of who will 
be using internet voting in the 2018 

election.

Municipal Affairs and Housing

“



So we did it the hard way



• Create list of Ontario municipalities
• Found and reported errors in Municipal Affairs’ list

• Figure out which cities worked with which vendor
• RegEx, DNS lookups, banners, certificate transparency logs 
• Manual web search of municipal docs

• Verify
• Acclaimed contests: website but no election 
• Anticipatory election websites: city went with different vendor 

• Combined with AMO’s population data
• Found and reported errors in AMO’s list





Disaster preparedness





“I don’t have a disaster plan right now”



“I don’t have a disaster plan right now”
“We’re hoping nothing does happen”











Voter authentication



Voter Authentication











Results transparency
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Election official
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Where is the…?
• Public demonstration system
• Public intrusion test
• Source code
• Minimum cybersecurity standards
• Privacy impact assessment
• Disaster / cyber-incident response plans
• ISO 27001 certification
• Security protocol specification and security proofs
• Penetration testing report
• System auditor report
• Justification that scrutineering is non-trivial
• Evidence the vote totals are free from modification or error



Ballot secrecy





How Secret is your Date of Birth?
LAST_NAME FIRST_NAME DATE_OF_BIRTH RESIDENTIAL_ADDRESS1 RESIDENTIAL_CITY
JONES AARON 1989-12-05 102 FIFTH ST E SYCAMORE
ROTELLA BRENDA 1961-04-14 5763 COUNTY HWY 37 UPPER SANDUSKY
PARSELL MATTHEW 1982-11-05 15495 COUNTY HWY 47 WHARTON
BILLER CHRISTY 1968-11-12 5210 TOWNSHIP HWY 51 UPPER SANDUSKY
WOODARD LAURA 1960-11-02 12351 TOWNSHIP HWY 103 UPPER SANDUSKY
SNYDERCLINTON 1986-05-08 15936 TOWNSHIP HWY 10 NEVADA
OPPER JOSHUA 1988-03-21 208 FRANKLIN ST E WHARTON
MILLER CYNTHIA 1955-08-16 335 EIGHTH ST S UPPER SANDUSKY
LUMAN CHRISTOPH 1975-04-15 532 WEST ST CAREY
ROW ROSCOE 1959-07-11 2758 TOWNSHIP HWY 88 CAREY
REINHART RICHARD 1932-10-05 131 HIGH ST CAREY
GOTTFRIED RONALD 1951-02-07 12079 TOWNSHIP HWY 49 UPPER SANDUSKY
BURROUGHS RICHARD 1969-09-19 810 FINDLAY ST E CAREY
STONE JAMES 1976-10-17 201 CENTER ST W NEVADA
FRISCH BRIAN 1973-10-13 8827 COUNTY HWY 96 UPPER SANDUSKY
PAGNARD REX 1971-05-14 14895 COUNTY HWY 113 UPPER SANDUSKY
SCHREINER AMY 1964-08-21 3145 TOWNSHIP HWY 87 CAREY
OHLER MICHELLE 1967-04-09 12068 COUNTY HWY 64 UPPER SANDUSKY
UNDERWOO  MARK 1967-10-23 9860 STATE HWY 103 CAREY

Less than 2^15 unique dates of birth. About 14 bits of Shannon entropy.
Comparable to a 4 digit PIN or a 2 character password.



In a single web session the 
election server sees your:
- Jurisdiction (in URL)
- Date of birth (at login)
- Ballot selections (POSTed at cast 

time)



How unique is your 
date of birth and
jurisdiction?



Ballot Secrecy



Conclusion

• Date of birth is as a login credential is:
• Weak in the best case
• Useless in many cases
• Cannot be changed
• In many cases leads to voter re-identification and loss of ballot secrecy



Thank-you
@aleksessex
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