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About myself

▪ Professor	for	Information	Security	  
at	ETH	Zurich	(since	2003)	

▪ Research	on	formal	methods	for	building	secure	systems	
- Tamarin:	symbolic	proofs	of	cryptographic	protocols	

- CryptHOL:	machine-checked	game-based	proofs	

- Monpoly:	monitoring	system	(online	and	audit	logs)	

▪ Electronic	elections	
- Research	on	design	and	verification	methods	

- Audit/review	of	commercial	systems				
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▪ Election	security	from	interdisciplinary	standpoint	

- Complementary	role	of	security	and	economics	

▪ Focus	on	models	

- Security	arguments	are	about	properties 
of	abstractions	of	the	system	

- What	are	the	right	abstractions?	

- And	corresponding	assumptions?	

▪ Minimal	math/proof	details	

- focus	on	ideas

About this talk

3

Implementation of 
Voting System

Model

Design  

Proof

Conformity check  
(e.g., by code review)

Check 
abstraction

Verify proof



Electronic voting 
simple voting system

4Integrity?  Confidentiality?  Availability? 



It’s all about Eve!

▪ Everything	depends	on	her.		 
But	what	do	we	assume? 
—	Network	attacker?  
—	Sys	admin	or	the	voting	authority?  
—	Woman-in-the-browser?	

▪ Information	Security	standpoint			(System		||		Eve		⊨	Prop) 
Specify	Eve’s	capabilities	and	assume	she	will	do	whatever	it	takes! 
(But	this	doesn’t	answer	above	question!)	

▪ Economic	standpoint 
Eve	is	a	rational	player	in	a	multiplayer	game	where 
actions	have	a	cost.		Solutions	given	by	equilibria.  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Thesis: we can benefit from both!



Simple voting system  
What is a suitable adversary model?

▪ Insecure	if	Eve	can	compromise	client,	channels,	platform,	or	database.	

▪ Must	either	assume	some	components	cannot	be	compromised	or	
design	protocol	to	be	secure	even	if	compromise	occurs.	

- Trust	assumption	are	dual	to	adversary	capabilities.	

- Assume	Eve	will	not	(be	able	to)	carry	out	some	actions.	

▪ Would	you	accept	these	trust	assumptions?
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Fig. 1: A simple voting protocol.

involved principals, from left to right, denote a voter, a voting server, and a
database where votes are collected. Here we explicitly separate the server from
the database to model a traditional three-tier architecture with a presentation
tier (browser on the client), a server tier, and a storage tier. In the protocol, a
voter sends his vote to the server, which stores the vote in the database. After
all votes have been collected, the votes in the database are tallied and the result
is published on the server. A voter can read the published result from the server.

3.2 Random sample elections

A more complex protocol, but with stronger security guarantees, is random sam-
ple elections as introduced by Chaum [9]. The main novelty is that only a ran-
dom sample of the electorate votes. The motivation is economic: this procedure
should be less costly than voting by the entire electorate, and voters may be
better informed when they vote less frequently.

In more detail, random sample elections partition the electorate into three
sets. The first set consists of the randomly selected (real) voters, whose votes
will be counted. The second set consists of decoy voters who can ask for, and
receive, fake ballots, which they can sell to adversaries. The third set contains
those members of the electorate who are not selected and do not ask for fake
ballots. Votes cast with fake ballots will have no e↵ect on the tally. Neverthe-
less, after a decoy voter has ordered a ballot, he behaves exactly as a normal
voter when casting his vote. As we explain below, decoy votes are intended to
prevent coercion. Additionally, there are auditors, who may be voters or other
individuals.

Figure 2 illustrates some of the actions that can take place in random sam-
ple elections. As a preliminary step, decoy voters can actively order ballots; in
contrast, selected real voters receive ballots without prior actions. This optional
step for decoy voters is illustrated by the dashed arrow. Afterwards, the protocol
for real voters and decoy voters is identical. First, each voter is provided a pair of
ballots by mail. Each ballot has a serial number, 200a and 200b in the example,
and two answers, yes/no, each with a unique code. A voter can choose either
ballot for voting. Second, to cast his vote, the voter enters online the serial num-
ber of the chosen ballot and the code of his choice. Figure 2 depicts an example



Examples of trust assumptions

▪ Platforms:		Swiss	e-voting	regulations	
- If	≥	30%	of	the	electorate	vote	electronically,	 
then	assume	that	platform	is	untrusted	but	server	is	trusted.		

- If	≥	50%	of	the	electorate	vote	electronically,	 
then	assume	that	both	platform	and	server	are	untrusted.	

▪ Channels:		Mail	channel	usually	considered	trustworthy.  
																				Consider	fraud	in	Valais	(March	2017).	
- Empty	ballot	sent	to	voters	by	Post,	but	some	were	never	received	

- Voters	can	order	new	ballots	in	such	situations.		

- But,	when	casting	their	newly	ordered	ballots,	affected	voters	
noticed	someone	else	had	already	voted	in	their	name.		

- Apparently	ballots	stolen	from	mail	boxes	and	used	by	adversary
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Simple voting protocol: lessons learned

▪ Security	only	defined	WRT	an	adversary	model	
- This	is	always	so!		Not	just	in	voting.	

▪ Given	a	weak	adversary	(=	strong	trust	assumptions),	 
the	simple	voting	system	is	secure.	
- But	adversary	is	unrealistically	weak!	

- Does	not	correspond	to	what	regulations	and	  
best	practices	typically	consider	

▪ Nevertheless	such	weak	adversaries	 
are	(implicitly)	assumed	all	too	often	in	practice
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▪ Vote	with	random	sample	of	electorate		
- Less	costly	than	entire	electorate	voting	

- Voters	may	inform	themselves	better,	when	voting	less	often	

▪ With	fewer	voters,	vote	buying	is	a	concern.		

▪ Idea:	use	decoy	ballots.		Partition	voters:	
1. Randomly	selected	voters,	who	may	vote	
2. Decoy	voters,	who	ask	for,	and	get,	fake	ballot	pairs	to	sell	
3. Non-selected	voters	who	don’t	ask	for	decoy	ballot	

▪ Ballots	are	pairs:		
- casting	

- auditing

Let’s consider a stronger protocol 
Random Sample Elections (Chaum, simplified)
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Fig. 2: The voting protocol for random sample elections, illustrated on an exam-
ple. The dashed arrow indicates the message only sent by decoy voters.

of this in gray. Namely, the voter decides to vote with the ballot with the serial
number 200b and the vote yes. Therefore, he looks up the code corresponding
to yes on this ballot, which is 987, and he casts his vote by entering the serial
number and this code online. Finally, the voter destroys the ballot with the serial
number 200b so that no one can learn to which vote this code corresponds. He
may write down the code 987 to help him remember later what he has sent.

During the voting procedure, the election authority posts information on
the bulletin board to enable auditors to verify that the voting procedure was
correctly followed. We explain next, on an example, the election authority’s
internal representation of this information.

Consider a random sample election with two voters, a real voter Vr and
a decoy voter Vd. We assume that there are the two pairs of ballots given in
Figure 3. The first pair (the two ballots on the left) is from Figure 2 and we
assume that it was sent to the real voter Vr. The second pair (the two ballots
on the right) is sent to the decoy voter Vd. Furthermore, we assume that, as in

Fig. 3: Two pairs of ballots, where the left pair is from a real voter and the right
pair is from a decoy voter. Choices are circled in gray.



RSE: voting (optionally with decoy)
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Fig. 2: The voting protocol for random sample elections, illustrated on an exam-
ple. The dashed arrow indicates the message only sent by decoy voters.

of this in gray. Namely, the voter decides to vote with the ballot with the serial
number 200b and the vote yes. Therefore, he looks up the code corresponding
to yes on this ballot, which is 987, and he casts his vote by entering the serial
number and this code online. Finally, the voter destroys the ballot with the serial
number 200b so that no one can learn to which vote this code corresponds. He
may write down the code 987 to help him remember later what he has sent.

During the voting procedure, the election authority posts information on
the bulletin board to enable auditors to verify that the voting procedure was
correctly followed. We explain next, on an example, the election authority’s
internal representation of this information.

Consider a random sample election with two voters, a real voter Vr and
a decoy voter Vd. We assume that there are the two pairs of ballots given in
Figure 3. The first pair (the two ballots on the left) is from Figure 2 and we
assume that it was sent to the real voter Vr. The second pair (the two ballots
on the right) is sent to the decoy voter Vd. Furthermore, we assume that, as in

Fig. 3: Two pairs of ballots, where the left pair is from a real voter and the right
pair is from a decoy voter. Choices are circled in gray.

(optional)

Voter	orders	a	decoy	ballot	 
(or	has	received	a	real	ballot	pair)

Votes	by	entering	
code	of	chosen	
ballot	(+	BallotID)

Destroys	ballot	used	for	voting	
Unused	ballot	(200a)	can	be	print-audited

Chooses	ballot	from	pair	for	voting



RSE: desired security properties

▪ Vote	privacy	

▪ Vote	Integrity	

▪ Receipt	freeness	/	no	vote	selling	

▪ Verifiability	(individual	and	universal)
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We	sketch	arguments	for	verifiability/integrity	in	following



▪ Authority	generates	table				
- code/vote/decoy	columns	are	filled	in.		Remaining	columns	left	empty	

▪ Authority	prepares	for	3	cut&choose	proofs	
- Produces	3k	row-permuted	copies			(k	a	parameter,	3	C&C	proofs)	
- Commits	to	filled-in	columns	in	all	copies	

▪ Real	+	decoy	ballots	distributed	and	voting	takes	place	
- Values	for	voted	(and	print)	filled	into	all	3k	tables	
- Authority	also	commits	to	these	two	remaining	columns

RSE: internal voting table 
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code print vote voted decoy

200a, 543 200a, 543 yes - -
200a, 275 200a, 275 no - -
200b, 987 - yes x -
200b, 325 - no - -
023a, 642 - yes x decoy
023a, 735 - no - decoy
023b, 555 023b, 555 yes - decoy
023b, 524 023b, 524 no - decoy

Fig. 4: Internal representation of the information stored by the election authority
in random sample elections (simplified).

Figure 2, Vr selects ballot 200b and votes yes and that Vd selects ballot 023a
and votes yes.

Figure 4 illustrates the table that is known only to the election authority
after the votes are cast. The first column denotes the serial numbers and the
codes as appearing on the ballots. The second column indicates which ballots
have not been used for casting votes and lists the serial number and codes of
these ballots again. Recall that each voter receives two ballots, but only uses
one for voting. In the example, the ballots 200a and 023b have not been used
for casting votes. The third column indicates the vote that corresponds to the
respective code in this column. For example, the first row indicates that on
the ballot with serial number 200a, the code 543 represents the vote yes. The
fourth column marks which votes have been chosen. For example, the third row
indicates that on ballot 200b, the code 987, which encodes the choice yes, has
been voted. Finally, the last column indicates whether the respective ballot was
sent to a decoy voter, which is the case here for the ballots 023a and 023b.

We will explain in the next section how protocols for posting parts of this
information enable verifiability.

4 Information security analysis

We first present the information security approach to analyzing security proto-
cols. We start with the simple protocol from Section 3 and use it to highlight
the importance of adversary models and also the relationship of these models to
trust assumptions. Afterwards, we turn to random sample elections.

4.1 Adversary

Trust and compromised principals. In information security, one reasons about
the adversary Eve, as formalized by an adversary model, or by trust assumptions.
These notions are dual: if we trust a principal, for example a system component,
to act in a certain way (e.g., to follow a specification), this is equivalent to
assuming that Eve cannot compromise the component and thereby alter its

Fig. 2: The voting protocol for random sample elections, illustrated on an exam-
ple. The dashed arrow indicates the message only sent by decoy voters.

of this in gray. Namely, the voter decides to vote with the ballot with the serial
number 200b and the vote yes. Therefore, he looks up the code corresponding
to yes on this ballot, which is 987, and he casts his vote by entering the serial
number and this code online. Finally, the voter destroys the ballot with the serial
number 200b so that no one can learn to which vote this code corresponds. He
may write down the code 987 to help him remember later what he has sent.

During the voting procedure, the election authority posts information on
the bulletin board to enable auditors to verify that the voting procedure was
correctly followed. We explain next, on an example, the election authority’s
internal representation of this information.

Consider a random sample election with two voters, a real voter Vr and
a decoy voter Vd. We assume that there are the two pairs of ballots given in
Figure 3. The first pair (the two ballots on the left) is from Figure 2 and we
assume that it was sent to the real voter Vr. The second pair (the two ballots
on the right) is sent to the decoy voter Vd. Furthermore, we assume that, as in

Fig. 3: Two pairs of ballots, where the left pair is from a real voter and the right
pair is from a decoy voter. Choices are circled in gray.

Fig. 2: The voting protocol for random sample elections, illustrated on an exam-
ple. The dashed arrow indicates the message only sent by decoy voters.

of this in gray. Namely, the voter decides to vote with the ballot with the serial
number 200b and the vote yes. Therefore, he looks up the code corresponding
to yes on this ballot, which is 987, and he casts his vote by entering the serial
number and this code online. Finally, the voter destroys the ballot with the serial
number 200b so that no one can learn to which vote this code corresponds. He
may write down the code 987 to help him remember later what he has sent.

During the voting procedure, the election authority posts information on
the bulletin board to enable auditors to verify that the voting procedure was
correctly followed. We explain next, on an example, the election authority’s
internal representation of this information.

Consider a random sample election with two voters, a real voter Vr and
a decoy voter Vd. We assume that there are the two pairs of ballots given in
Figure 3. The first pair (the two ballots on the left) is from Figure 2 and we
assume that it was sent to the real voter Vr. The second pair (the two ballots
on the right) is sent to the decoy voter Vd. Furthermore, we assume that, as in

Fig. 3: Two pairs of ballots, where the left pair is from a real voter and the right
pair is from a decoy voter. Choices are circled in gray.

Example ballots 
(top real, bottom decoy)

ballot serial number 
and code

indicates which ballots have not been cast 
(repeats serial number and code)

what code 
represents

which vote 
is chosen

decoy or 
real?



Intermezzo: Cut & Choose

▪ Way	for	one	party	to	convince	another	party	 
that	he	has	done	something	fairly	
- First	cryptographic	instance	by	Rabin	in	1977	

▪ Term	first	used	by	Chaum	in	1988		
- Can	be	simple	and	easy	for	humans	to	carry	out	

- Interactive	ZKP	can	be	seen	as	an	instance	of	cut	and	choose	

▪ Our	protocol:	an	(external)	random	event	used	to	partition	3k	
row-permuted	tables	into	3	sets,	for	3	different	verifications
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Cut-and-Choose protocols

Claude Crépeau ⇤

1 Cut-and-Choose protocol [C]
A cut-and-choose protocol is a two-party proto-
col in which one party tries to convince another
party that some data he sent to the former was
honestly constructed according to an agreed upon
method. Important examples of cut-and-choose pro-
tocols are interactive proofs [GMR89], interactive
arguments [BCC88], zero-knowledge protocols [GMR89,
BCC88, GMW91], witness indistinguishable and witness
hiding protocols [FS90] for proving knowledge of a piece
of information that is computationally hard to find. Such
a protocol usually carries a small probability that it is suc-
cessful despite the fact that the desired property is not sat-
isfied.
The very first instance of such a cut-and-choose proto-

col is found in the protocol of M. Rabin [Rab77] where
the cut-and-choose concept is used to convince a party
that the other party sent him an integer n product of two
primes p, q each of which is congruent to 1 modulo 4.
Note that this protocol was NOT zero-knowledge.
The expression cut-and-choose was later introduced by

David Chaum [BCC88] in analogy to a popular cake shar-
ing problem: Given a complete cake to be shared among
two parties distrusting of each other (for reasons of seri-
ous appetite). A fair way for them to share the cake is to
have one of them cut the cake in two equal shares, and
let the other one choose his favourite share. This solution
guarantees that it is in the formers best interest to cut the
shares as evenly as possible.

⇤ School of Computer Science, McGill University, Montréal (Qc),
Canada H3A 2A7. e-mail: crepeau@cs.mcgill.ca.
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RSE: individual verifiability (cut & choose)
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code print vote voted decoy

200a, 543 200a, 543 yes - -
200a, 275 200a, 275 no - -
200b, 987 - yes x -
200b, 325 - no - -
023a, 642 - yes x decoy
023a, 735 - no - decoy
023b, 555 023b, 555 yes - decoy
023b, 524 023b, 524 no - decoy

(a) Full (internal) representation.

code print vote voted decoy

023b, 524 023b, 524 no - decoy
023a, 735 - no - decoy
200b, 987 - yes x -
023a, 642 - yes x decoy
200b, 325 - no - -
023b, 555 023b, 555 yes - decoy
200a, 275 200a, 275 no - -
200a, 543 200a, 543 yes - -

(b) Check individual verifiability.

code print vote voted decoy

200b, 325 - no - -
200a, 275 200a, 275 no - -
023a, 735 - no - decoy
023a, 642 - yes x decoy
023b, 524 023b, 524 no - decoy
200a, 543 200a, 543 yes - -
200b, 987 - yes x -
023b, 555 023b, 555 yes - decoy

(c) Check print auditing.

code print vote voted decoy

023b, 555 023b, 555 yes - decoy
023a, 735 - no - decoy
200b, 987 - yes x -
200b, 325 - no - -
023b, 524 023b, 524 no - decoy
023a, 642 - yes x decoy
200a, 543 200a, 543 yes - -
200a, 275 200a, 275 no - -

(d) Check final tally.

Fig. 5: Simplified version of cut and choose for random sample elections.

that the sampled voters are drawn uniformly at random from the set of possi-
ble voters, that the election authority cannot manipulate the sample group, and
that everyone can verify this while still ensuring the anonymity of the real vot-
ers. Similarly to establishing the verifiability of the tally, the election authority
publishes information on the bulletin board that allows such verification. In par-
ticular, the election authority commits to certain values before an unpredictable
public random event produces the randomness for the random sampling.

Another important property for random sample elections is the anonymity
of the sample group. This states that no one can learn who the real voters are.
Random sample elections aim to achieve this with decoy voters that can interact
with the election authority in exactly the same way as real voters. Hence they are
indistinguishable from the perspective of an observing adversary. Interestingly,
if the adversary can also interact with real and decoy voters, she can use this to
her advantage as we explain in the following section.

Example 3. We present a simplified version of cut and choose for random sam-
ple elections, continuing the example from Section 3.2. For readability, in Fig-
ure 5a we present again the table that is only known to the election authority.
We gray out this table’s content to denote that the gray values are not visible
on the bulletin board, but only known internally.

Of course, at the beginning of the election, some of these entries are not
yet known. In a first phase, which takes place before the ballots are sent to the

▪ Internal	table	hidden	from	public	(grey)	

▪ In	k	row-permuted	copies:	code/print/voted	columns	exposed	(white)	
- Random	event	determines	in	which	tables	these	are	revealed	

▪ Here,	a	voter	can	verify	that	his	ballot	200b	(respectively	023a)	was	used  
for	voting	(and	not	print	audited)	with	code	987	(respectively	642)	

▪ No-one	else	learns	the	voter’s	vote,	since	vote	column	not	exposed



RSE: print auditing (cut & choose)
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▪ In	k	row-permuted	copies:	print/vote	columns	exposed		

▪ Voters	verify,	for	print-audited	ballots,	correspondence	between  
ballots,	codes,	and	represented	vote	

▪ This	prevents	authority	from,	e.g.,	printing	“yes”	on	a	vote	but	
storing	“no”	in	table	

▪ Vote	secrecy	since	voting	information	(voted)	not	revealed.

code print vote voted decoy

200a, 543 200a, 543 yes - -
200a, 275 200a, 275 no - -
200b, 987 - yes x -
200b, 325 - no - -
023a, 642 - yes x decoy
023a, 735 - no - decoy
023b, 555 023b, 555 yes - decoy
023b, 524 023b, 524 no - decoy

(a) Full (internal) representation.

code print vote voted decoy

023b, 524 023b, 524 no - decoy
023a, 735 - no - decoy
200b, 987 - yes x -
023a, 642 - yes x decoy
200b, 325 - no - -
023b, 555 023b, 555 yes - decoy
200a, 275 200a, 275 no - -
200a, 543 200a, 543 yes - -

(b) Check individual verifiability.

code print vote voted decoy

200b, 325 - no - -
200a, 275 200a, 275 no - -
023a, 735 - no - decoy
023a, 642 - yes x decoy
023b, 524 023b, 524 no - decoy
200a, 543 200a, 543 yes - -
200b, 987 - yes x -
023b, 555 023b, 555 yes - decoy

(c) Check print auditing.

code print vote voted decoy

023b, 555 023b, 555 yes - decoy
023a, 735 - no - decoy
200b, 987 - yes x -
200b, 325 - no - -
023b, 524 023b, 524 no - decoy
023a, 642 - yes x decoy
200a, 543 200a, 543 yes - -
200a, 275 200a, 275 no - -

(d) Check final tally.

Fig. 5: Simplified version of cut and choose for random sample elections.

that the sampled voters are drawn uniformly at random from the set of possi-
ble voters, that the election authority cannot manipulate the sample group, and
that everyone can verify this while still ensuring the anonymity of the real vot-
ers. Similarly to establishing the verifiability of the tally, the election authority
publishes information on the bulletin board that allows such verification. In par-
ticular, the election authority commits to certain values before an unpredictable
public random event produces the randomness for the random sampling.

Another important property for random sample elections is the anonymity
of the sample group. This states that no one can learn who the real voters are.
Random sample elections aim to achieve this with decoy voters that can interact
with the election authority in exactly the same way as real voters. Hence they are
indistinguishable from the perspective of an observing adversary. Interestingly,
if the adversary can also interact with real and decoy voters, she can use this to
her advantage as we explain in the following section.

Example 3. We present a simplified version of cut and choose for random sam-
ple elections, continuing the example from Section 3.2. For readability, in Fig-
ure 5a we present again the table that is only known to the election authority.
We gray out this table’s content to denote that the gray values are not visible
on the bulletin board, but only known internally.

Of course, at the beginning of the election, some of these entries are not
yet known. In a first phase, which takes place before the ballots are sent to the



RSE: tally auditing (cut & choose)
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▪ In	k	row-permuted	copies:	vote/voted/decoy	columns	exposed		

▪ Universal	verifiability:	everyone	can	check	tally 
here:	1	vote	for	“yes”	and	0	votes	for	“no”	

▪ Vote	secrecy	&	receipt	freeness:	no	link	to	individual	ballots 
or	voters

code print vote voted decoy

200a, 543 200a, 543 yes - -
200a, 275 200a, 275 no - -
200b, 987 - yes x -
200b, 325 - no - -
023a, 642 - yes x decoy
023a, 735 - no - decoy
023b, 555 023b, 555 yes - decoy
023b, 524 023b, 524 no - decoy

(a) Full (internal) representation.

code print vote voted decoy

023b, 524 023b, 524 no - decoy
023a, 735 - no - decoy
200b, 987 - yes x -
023a, 642 - yes x decoy
200b, 325 - no - -
023b, 555 023b, 555 yes - decoy
200a, 275 200a, 275 no - -
200a, 543 200a, 543 yes - -

(b) Check individual verifiability.

code print vote voted decoy

200b, 325 - no - -
200a, 275 200a, 275 no - -
023a, 735 - no - decoy
023a, 642 - yes x decoy
023b, 524 023b, 524 no - decoy
200a, 543 200a, 543 yes - -
200b, 987 - yes x -
023b, 555 023b, 555 yes - decoy

(c) Check print auditing.

code print vote voted decoy

023b, 555 023b, 555 yes - decoy
023a, 735 - no - decoy
200b, 987 - yes x -
200b, 325 - no - -
023b, 524 023b, 524 no - decoy
023a, 642 - yes x decoy
200a, 543 200a, 543 yes - -
200a, 275 200a, 275 no - -

(d) Check final tally.

Fig. 5: Simplified version of cut and choose for random sample elections.

that the sampled voters are drawn uniformly at random from the set of possi-
ble voters, that the election authority cannot manipulate the sample group, and
that everyone can verify this while still ensuring the anonymity of the real vot-
ers. Similarly to establishing the verifiability of the tally, the election authority
publishes information on the bulletin board that allows such verification. In par-
ticular, the election authority commits to certain values before an unpredictable
public random event produces the randomness for the random sampling.

Another important property for random sample elections is the anonymity
of the sample group. This states that no one can learn who the real voters are.
Random sample elections aim to achieve this with decoy voters that can interact
with the election authority in exactly the same way as real voters. Hence they are
indistinguishable from the perspective of an observing adversary. Interestingly,
if the adversary can also interact with real and decoy voters, she can use this to
her advantage as we explain in the following section.

Example 3. We present a simplified version of cut and choose for random sam-
ple elections, continuing the example from Section 3.2. For readability, in Fig-
ure 5a we present again the table that is only known to the election authority.
We gray out this table’s content to denote that the gray values are not visible
on the bulletin board, but only known internally.

Of course, at the beginning of the election, some of these entries are not
yet known. In a first phase, which takes place before the ballots are sent to the



RSE: what is achieved?

▪ Integrity	robust	against	strong	adversary	who	may	compromise:	
- Printing				

- Voting	clients		

- Communication	channels		

- Platform/software/database			

Any	such	compromise	would	be	discovered	by	voter(s)	

▪ So	resulting	protocol	stronger	than	simple	voting	protocol	

▪ We	have	simplified	presentation	and	omitted	proofs	
- In	full	protocol,	there	are	additional	checks	

- e.g.,		sample	group	is	randomly	selected	

▪ So	what	about	vote	buying?		Do	dummy	ballots	prevent	it?
17



RSE: Economic Perspective
▪ Simplest	setting:	private	values	and	costly	voting	

1. Two	alternatives	(S	and	P)	representing	candidates	or	issues	
2. Electorate	is	finite	set	N,	partitioned	as	follows:	

- N1:		sample	group,	i.e.,	those	with	right	to	vote	
- N2:		decoy	group,	i.e.,	those	who	obtain	decoy	ballots	
- N3:		non-participants	who	play	no	role	in	election	

3. Voters	i	∈	N	of	two	types:	ti	=	S	and	ti	=	P,	i.e.,	prefer	S	or	P	
- Share	𝜆S	prefers	S	and		𝜆P	prefers	P,	with	𝜆S+𝜆P		=	1	

4. Utility	of	any	voter	i: 
 
 

Utility	gain	normalized	to	1,	when	preferred	alternative	chosen	by	sample	group.		 
Voting	costs	captured	by	parameter	c,	0	<	c	<	1,	assumed	same	for	illustrative	purposes.	

5. Real	&	decoy	voters	decide	to	abstain	or	vote.		Decoy	votes	discarded
18

In the final batch, as depicted in Figure 5d, the last three columns of the
tables are revealed. This enables all participants to verify the tally. In the ex-
ample, everyone can see that there are two votes for yes and one of them has
been sent by a decoy voter and will thus not be counted in the tally. 3 Note that
because all tables have di↵erent row permutations, this procedure also ensures
vote privacy. No auditor of the bulletin board can conclude, for example, that
the voter with ballots 200a and 200b voted yes with code 987. ⌅

Note that although Chaum does not provide formal models, the protocol
we have sketched (and his extensions) are su�ciently detailed that they can be
appropriately formalized and verified from the information security perspective.

5 Economic perspective

In this section, we outline the economic analysis of random sample elections
with decoy votes, explore the required security properties, and show that more
sophisticated adversaries may violate some of the security properties of random
sample elections with decoy votes.

5.1 Economic analysis

We illustrate the analysis of random sample elections. In the simplest setting
with private values and costly voting, we consider a model that has the following
features:

1. There are two alternatives (S and P), representing candidates or issues.
2. The electorate is a given finite set N , which is randomly split into three

subsets N1, N2 and N3. Members of N1 have the right to vote (henceforth
called “sample group”), members of N2 obtain decoy ballots (henceforth
“decoy group”), and members of N3 do not participate in the process. For
any given set S, we use |S| to denote its cardinality.

3. Voters i 2 N are of two types ti = S and ti = P, that is, they either prefer
S or P.

4. A share �S prefers S and a share �P prefers P, with �S + �P = 1.
5. Any voter i’s utility is:

ti chosen ti not chosen
i votes 1� c �c

i does not vote 1 0

In this table, we have normalized the utility gain to 1 when the preferred
alternative is chosen by the sample group. Voting is costly, as citizens need
time to make up their minds and to vote. These costs are captured by the
parameter c, 0 < c < 1, which is assumed to be the same for all voters for
illustrative purposes.

3 The actual table in random sample elections is more involved and also includes
information allowing one to ascertain that the right voters have been provided with
ballots. We refer to [9] for further details, which are not relevant for this paper.



RSE: Equilibrium  
(traditional)

▪ Easy	to	see:	everyone	votes	for	their	preferred	choice	

▪ Utility:	tradeoff	between	quality	and	costs	

- Decision	quality	achieved	when	S	is	chosen		⇔	𝜆S	≥	½	

- Regarding	cost:	best	situation	is	nobody	votes	

▪ Economic	challenge:	design	voting	to	maximise	combined	utility	

- Typically	resolved	by	utility	function	incorporating	both	objectives	

- Alternatively,	achieve	some	quality	at	minimal	cost
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In the final batch, as depicted in Figure 5d, the last three columns of the
tables are revealed. This enables all participants to verify the tally. In the ex-
ample, everyone can see that there are two votes for yes and one of them has
been sent by a decoy voter and will thus not be counted in the tally. 3 Note that
because all tables have di↵erent row permutations, this procedure also ensures
vote privacy. No auditor of the bulletin board can conclude, for example, that
the voter with ballots 200a and 200b voted yes with code 987. ⌅

Note that although Chaum does not provide formal models, the protocol
we have sketched (and his extensions) are su�ciently detailed that they can be
appropriately formalized and verified from the information security perspective.

5 Economic perspective

In this section, we outline the economic analysis of random sample elections
with decoy votes, explore the required security properties, and show that more
sophisticated adversaries may violate some of the security properties of random
sample elections with decoy votes.

5.1 Economic analysis

We illustrate the analysis of random sample elections. In the simplest setting
with private values and costly voting, we consider a model that has the following
features:

1. There are two alternatives (S and P), representing candidates or issues.
2. The electorate is a given finite set N , which is randomly split into three

subsets N1, N2 and N3. Members of N1 have the right to vote (henceforth
called “sample group”), members of N2 obtain decoy ballots (henceforth
“decoy group”), and members of N3 do not participate in the process. For
any given set S, we use |S| to denote its cardinality.

3. Voters i 2 N are of two types ti = S and ti = P, that is, they either prefer
S or P.

4. A share �S prefers S and a share �P prefers P, with �S + �P = 1.
5. Any voter i’s utility is:

ti chosen ti not chosen
i votes 1� c �c

i does not vote 1 0

In this table, we have normalized the utility gain to 1 when the preferred
alternative is chosen by the sample group. Voting is costly, as citizens need
time to make up their minds and to vote. These costs are captured by the
parameter c, 0 < c < 1, which is assumed to be the same for all voters for
illustrative purposes.

3 The actual table in random sample elections is more involved and also includes
information allowing one to ascertain that the right voters have been provided with
ballots. We refer to [9] for further details, which are not relevant for this paper.



RSE: Equilibrium  
(with security perspective)

▪ Economic	analysis	reveals:	

- In	most	costly	voting	models,	margin	between	votes	cast	for		S	and	P	is	
much	smaller	than	margin	between	support	for	two	alternatives	in	N	

- Reason:	when	a	voter’s	preference	agrees	with	the	majority,	 
then	the	voter	is	less	likely	to	vote		

▪ This	smaller	margin	opens	opportunities	for	Eve.	

- By	manipulating	a	small	number	of	vote(r)s,	her	preferred	alternative	wins	

- This	is	even	when	support	for	other	alternative	is	much	larger	in	population	

- Result	no	longer	maximizes	decision	quality.	

▪ Economic	model	misses	this	great	opportunities	for	Eve!
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In the final batch, as depicted in Figure 5d, the last three columns of the
tables are revealed. This enables all participants to verify the tally. In the ex-
ample, everyone can see that there are two votes for yes and one of them has
been sent by a decoy voter and will thus not be counted in the tally. 3 Note that
because all tables have di↵erent row permutations, this procedure also ensures
vote privacy. No auditor of the bulletin board can conclude, for example, that
the voter with ballots 200a and 200b voted yes with code 987. ⌅

Note that although Chaum does not provide formal models, the protocol
we have sketched (and his extensions) are su�ciently detailed that they can be
appropriately formalized and verified from the information security perspective.

5 Economic perspective

In this section, we outline the economic analysis of random sample elections
with decoy votes, explore the required security properties, and show that more
sophisticated adversaries may violate some of the security properties of random
sample elections with decoy votes.

5.1 Economic analysis

We illustrate the analysis of random sample elections. In the simplest setting
with private values and costly voting, we consider a model that has the following
features:

1. There are two alternatives (S and P), representing candidates or issues.
2. The electorate is a given finite set N , which is randomly split into three

subsets N1, N2 and N3. Members of N1 have the right to vote (henceforth
called “sample group”), members of N2 obtain decoy ballots (henceforth
“decoy group”), and members of N3 do not participate in the process. For
any given set S, we use |S| to denote its cardinality.

3. Voters i 2 N are of two types ti = S and ti = P, that is, they either prefer
S or P.

4. A share �S prefers S and a share �P prefers P, with �S + �P = 1.
5. Any voter i’s utility is:

ti chosen ti not chosen
i votes 1� c �c

i does not vote 1 0

In this table, we have normalized the utility gain to 1 when the preferred
alternative is chosen by the sample group. Voting is costly, as citizens need
time to make up their minds and to vote. These costs are captured by the
parameter c, 0 < c < 1, which is assumed to be the same for all voters for
illustrative purposes.

3 The actual table in random sample elections is more involved and also includes
information allowing one to ascertain that the right voters have been provided with
ballots. We refer to [9] for further details, which are not relevant for this paper.



Do decoys stop vote buying?

▪ Chaum	suggested	use	of	decoy	ballots	
- Also		analyzed	from	game-theoretic	perspective	(Parkes	et.	al.)	

- Seems	intuitive:	Eve	sets	a	price	and	gets	flooded	with	decoys	

▪ As	in	security:		we	should	quantify	over	all	adversary	strategies	
- A	really	clever	Eve	can	separate	real	from	decoy	ballots!
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Decoy analysis 
(Setup, similar to Parkes et. al.)

▪ Electorate	N	of	citizens	basing	decisions	on	expected	gain	

▪ Percentage	of	citizens	p	with	real	ballots	
- Remainder	hold	decoy	ballots	

- Parameter	p,	0	≤	p	≤	1,	can	be	chosen	by	vote	authority	

▪ For	voter	i,	let	Vi		=	V	>	0	be	utility	gained	by	voting.			
- Exact	value	determined	in	equilibrium	

- For	dummy	ballots,	Vi	=	0	

▪ Assume	Eve’s	goal	is	to	buy	half	of	real	ballots	(p/2·N)

22

We	consider	two	possible	procedures	Eve	could	use



Decoy analysis 
Eve’s strategy #1

▪ She	offers	each	citizen	an	amount	x	for	his	vote.	
- If	x	<	V,	she	only	obtains	decoy	ballots	

- Assume	x	=	V:	so	all	citizens	offered	deal	accept	

▪ To	obtain	½	real	ballots,	she	must	offer	V	to	half	of	electorate	N	
- This	is	because	decoy	and	real	ballots	are	indistinguishable	

- She	gives	nothing	to	other	half	

- So	per-capita	cost	B	=	V/2			

▪ Conclusion:	Vote	buying	is	possible,	but	expensive	for	large	N
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▪ Eve	offers	lotteries	Lk	=	(pk,qk)	for	k	∈	{1,2}	

- With	probability	pk,	voter	receives	payoff	qk	for	his	vote	

- With	probability	1-pk,	no	transaction	occurs	 
so	voter	keeps	his	ballot	(real	or	decoy)	

▪ Consider	L1	and	L2	as	follows,	for	small	𝜀	>	0	

																																																												q1	:=	V	-	𝜀	
			p2	:=	½																																													q2	:=	V	+	𝜀	

▪ Hence		

▪ So	expected	payoff	of	lottery	L1		is	greater	than	L2

Decoy analysis 
Eve’s strategy #2 — Devil’s raffles
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votes, both from real voters and decoy voters. With the help of a simple model,
we briefly discuss how a more sophisticated adversary Eve can separate decoy
votes from real votes in the process of vote-buying.5

Consider now that the electorate N is composed of risk-neutral citizens,
which base their decision solely on expected gains. We also assume that |N | is
su�ciently large so that we can work with the law of large numbers, and we
denote by p, for 0 < p < 1, the percentage of citizens who have real votes. These
voters are chosen randomly. The rest of the electorate obtains decoy votes.6 We
stress that the parameter p can be chosen by the election designer. Whether one’s
ballot is real or decoy is private information, and hence, there is no possibility
for an outside agent (including Eve) to distinguish between the two types of
ballots. For a voter i, let Vi be the utility he obtains from voting. If a voter i

has a decoy ballot, his utility is Vi = 0. If a voter i has a real ballot, his utility is
Vi = V > 0. The exact value of V is determined in equilibrium. We assume that
the adversary’s goal is to buy half of the real votes, which amount to a share
p/2 of the population.

We consider two possible procedures employed by Eve. First, suppose that
she o↵ers each citizen a certain amount x in exchange for his vote. Clearly, if
x < V , she will only obtain decoy ballots. Hence assume that x = V , so that
all citizens who are o↵ered the deal accept. In order for Eve to obtain half of
the real votes, on average she then needs to o↵er x to a half of the population
since decoy ballots and real ballots are indistinguishable. This means that Eve
expects per-capita costs denoted by B where

B =
V

2
.

Second, suppose that Eve chooses an entirely di↵erent approach and uses
so-called “Devil’s Ra✏es”, i.e. o↵ering lotteries Lk = (pk, qk), (k = 1, 2, ...) of
the following kind: with probability pk, the voter will receive a sure payo↵ qk in
exchange for his vote, and with probability 1� pk no transaction will occur and
the voter (real or decoy) will keep his ballot. Consider now two lotteries L1 and
L2 with

p2 := 1
2

q1 := V � "

q2 := V + "

for some small value " > 0. Moreover, let

p1 :=
"+ p2q2

q1
=

"+ 1
2 (V + ")

V � "

. (1)

5 The simple model we consider is di↵erent from, yet similar in spirit to, the one
considered by [19].

6 Thus we assume that |N3| = 0. This is without loss of generality. Moreover, a full-
fledged analysis reveals in our setting that all members of N2 will apply for decoy
votes.

Hence,

p1 · q1 = "+ p2 · q2 > p2 · q2 =
1

2
· (V + "). (2)

Thus, the expected payo↵ from choosing lottery L1 is higher than that from
choosing L2.

Let us next examine the utilities of citizen i. On the one hand, if he accepts
the lottery Lk, for k 2 {1, 2}, he expects

E[i sells his vote for Lk] = pk · qk + (1� pk) · Vi. (3)

If, on the contrary, citizen i does not sell his vote, he expects

E[i does not sell his vote] = Vi, (4)

which is zero for decoy voters and V for real voters.
Since Vi = 0 for decoy voters, they will buy lottery L1 since p1q1 > p2q2. For

real voters Vi = V and choosing lottery L2 therefore yields the expected payo↵

1

2
(V + ") +

1

2
V = V +

1

2
", (5)

while selecting L1 yields

p1(V � ") + (1� p1)V = V � p1". (6)

Hence real voters will buy lottery L2.
Eve will o↵er these lotteries to a share s of the population. In order to obtain,

on average, half of the real votes again, s must satisfy

s · (p · p2 + (1� p) · 0) = p/2 , s =
1

2p2
= 1.

This calculation reflects that p · p2 is the probability that a real voter gives
Eve his vote (in lottery two), whereas (1 � p) · 0 is the probability that Eve
receives a real vote from a decoy voter. The result makes sense: Real voters have
a chance of 1

2 to be able to sell their votes. Hence, the entire electorate must be
invited to apply for the lotteries.

We next calculate Eve’s expected aggregate costs. For this purpose, we make
" arbitrarily small and neglect it in the calculation. Then the expected budget
amounts to

B = p · p2 · q2 + (1� p) · p1 · q1 ⇡ p2 · q2 =
1

2
· q2 =

V

2
.

We obtain two conclusions from an economics perspective. First, attacks with
Devil’s Ra✏es are useful to identify who has a decoy ballot and who does not
have one because real and decoy voters choose the lottery L2 and L1 to sell their
votes, respectively. Moreover, Eve can elicit p if it is not known to her with a
small budget by selecting small values of p1 and p2. Second, regarding the budget
needed to obtain half of the real votes: there is no improvement compared to



▪ Now	consider	utilities	of	citizen	i	

- If	he	accepts	Lk	with	k	∈	{1,2}	and	sells	his	vote:	 
		

- If	he	rejects	the	lotteries	and	does	not	sell	his	vote: 

recall:	Vi	is	0	for	decoy	votes,	and	V	for	real	votes.	

▪ Decoy	voters:	since	Vi		=		0,	they	accept	L1	since	p1q1	>	p2q2	

▪ Real	voters:	since	Vi		=		V,	q1	=	V	-	𝜀,	q2	:=	V	+	𝜀,	they	accept	L2:		
- Payoff	L1:	

- Payoff	L2:																																																																		[recall:	p2	:=	½]	

▪ So	citizens	always	accept	a	raffle	and,	from	their	choice,	Eve	can	
distinguish	between	real	and	decoy	ballots!

Decoy analysis 
Eve’s strategy #2 — Devil’s raffles
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Hence,

p1 · q1 = "+ p2 · q2 > p2 · q2 =
1

2
· (V + "). (2)

Thus, the expected payo↵ from choosing lottery L1 is higher than that from
choosing L2.

Let us next examine the utilities of citizen i. On the one hand, if he accepts
the lottery Lk, for k 2 {1, 2}, he expects

E[i sells his vote for Lk] = pk · qk + (1� pk) · Vi. (3)

If, on the contrary, citizen i does not sell his vote, he expects

E[i does not sell his vote] = Vi, (4)

which is zero for decoy voters and V for real voters.
Since Vi = 0 for decoy voters, they will buy lottery L1 since p1q1 > p2q2. For

real voters Vi = V and choosing lottery L2 therefore yields the expected payo↵
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while selecting L1 yields

p1(V � ") + (1� p1)V = V � p1". (6)

Hence real voters will buy lottery L2.
Eve will o↵er these lotteries to a share s of the population. In order to obtain,

on average, half of the real votes again, s must satisfy

s · (p · p2 + (1� p) · 0) = p/2 , s =
1
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= 1.

This calculation reflects that p · p2 is the probability that a real voter gives
Eve his vote (in lottery two), whereas (1 � p) · 0 is the probability that Eve
receives a real vote from a decoy voter. The result makes sense: Real voters have
a chance of 1

2 to be able to sell their votes. Hence, the entire electorate must be
invited to apply for the lotteries.

We next calculate Eve’s expected aggregate costs. For this purpose, we make
" arbitrarily small and neglect it in the calculation. Then the expected budget
amounts to
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.

We obtain two conclusions from an economics perspective. First, attacks with
Devil’s Ra✏es are useful to identify who has a decoy ballot and who does not
have one because real and decoy voters choose the lottery L2 and L1 to sell their
votes, respectively. Moreover, Eve can elicit p if it is not known to her with a
small budget by selecting small values of p1 and p2. Second, regarding the budget
needed to obtain half of the real votes: there is no improvement compared to
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▪ Eve	will	offer	lotteries	to	share	s	of	population	
- To	obtain	½	real	votes,	this	must	satisfy 
 
 
Reflects	that	p·p2	is	probability	that	real	voter	gives	Eve	vote	(in	L2)	and	
(1	-	p)·0	is	probability	that	Eve	receives	a	real	vote	from	a	decoy	voter.	

- Result	states:	real	voters	have	chance	of	½	to	sell	their	vote. 
So	entire	electorate	must	be	invited	to	apply	for	lottery.	

▪ Eve’s	expected	aggregated	costs.			Consider	𝜀	arbitrarily	small.  

▪ No	difference	to	strategy	#1:	vote	buying	is	still	expensive	
- Actually	possible	to	reduce	cost	using	more	sophisticated	raffles!
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▪ Eve	can	use	raffles	to	determine	who	has	a	real	or	decoy	ballot	
- In	this	way,	she	also	can	determine	percentage	with	real	ballots	

▪ Violates	privacy	of	assessment	group			(suprise!)	
- Eve	uncovers	real	voters	

▪ With	more	sophisticated	raffles	vote	buying	is	affordable 
(See	upcoming	paper	of	Gersbach	et.	al.)
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Outlook

▪ Eve	interfaces	security	and	economics	
- Security	focuses	on	what	she	can	technically	do	in	an	IT	system	

- Economics	on	what	she	is	rationally	motivated	to	do	in	a	self-designed	
game	with	other	system	participants	

▪ Complementary	
- Economic	models	implicitly	assume	security	properties	

- Security	models	often	based	on	(informal)	economic	arguments	that	
require	rigorous	analysis	

▪ Scope	of	interplay	wide	
- Free	and	fair	elections	go	beyond	voting:	 
free	speech,	free	press	(“fake	news”),	free	movement	and	access		

- All	kinds	of	election	hacking		
➡ Huge	impact,	especially	when	margin	small	(e.g.	costly	voting	setups)
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