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Source: estoniaevoting.org
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My claims

Paper voting is not inherently more secure compared to Internet
voting. Mankind has just learnt to cope with its problems
throughout generations.
Electronic voting can in principle offer better precision and
auditability compared to the paper alternative.
Real-world systems can not be developed in a sterile lab and
then put to practice. Learning through trial and error is
unavoidable.
In 21st century, remote voting must be possible. Fully digital
remote voting systems can in the long run be better protected
than paper based alternatives.
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Requirements are changing

The Polling by William Hogarth (1755)
(Source: Wikipedia)

Most of the pre-19th
century elections do not
satisfy today’s requirements
Does this mean we shoud
retrospectively disqualify
them all?
No, because without them
we wouln’t know which
requirements to have in the
first place
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Secret ballot

New York polling place circa 1900 (Source: Wikipedia)
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Is paper anonymous?
Maybe in 1900 it was, but in 2017 it is not

Source: Ehsan Toreini, Siamak F. Shahandashti, Feng Hao, Texture to the
Rescue: Practical Paper Fingerprinting based on Texture Patterns
https://arxiv.org/pdf/1705.02510.pdf
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Ballot box integrity

Littletown, 2:21AM
Image by Chris Downer, CC BY-SA 2.0

How do you make
sure that none of
these people delete
any of the ballot
sheets?
You don’t.
To make sure that
your vote is counted,
you should mark the
paper . . .
. . . which again
contradicts ballot
sheet anonymity.
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Universal verifiability

Can I verify the count result correctness of millions of votes?
No.

Human counting error rate is between 1-2%.
Can a malicious observer demand infinite recounts?
Not really. UK returning officer guidelines state:

6.35 You must consider any recount request but by law may refuse
if, in your opinion, the request is unreasonable.

An official will determine the balance between my right to be
convinced in count correctness, and reasonable processing.

The fact that there is such a rule means that someone must have
tried the infinite recount demand attack.
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Trust base

You have to trust someone/something
Paper elections: polling and counting officials, storage facilities,
election management software, etc.
Internet voting: voting and verification app, central system
software, operations team, etc.

All the major central system procedures of Estonian Internet
voting are filmed and uploaded to YouTube.

In their paper, presented a server-side manipulation
attack that could not be detected on the video

Essentially, they attacked what was happening before filming, i.e.
the trust base
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Risk Limiting Audit

RLA removes the need to recount millions of votes.
But does it remove the trust base problem?
No. One weak point is random seed generation.
Denmark 2014: you need to trust that

the dice are fair (i.e. the dice manufacturer becomes part of the
trust base . . . )
the video of seed creation that you can watch was not manipulated
(e.g. post-edited, filmed many times before a suitable seed was
found, etc.)

In short: the “I claim to attack what’s behind the scenes”
approach still works.

Alex, will you write the paper?
Carsten, where does the 9075542518 come from?
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Remote voting – why and how?

Ronald L. Rivest

Ron Rivest, 2001: “In my opinion,
however, by allowing such an increase
in absentee voting we have sacrificed
too much security for the sake of
voter convenience. While voters
should certainly be allowed to vote
by absentee ballot in cases of need,
allowing voting by absentee ballot
merely for convenience seems
wrong-headed. I would prefer seeing
Voting Day instituted as a national
holiday to seeing the widespread
adoption of unsupervised absentee or
remote electronic voting.”
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The world 2000→2015
Number of international migrants by major area of destination

Source: UN International Migration Report, 2015
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Conclusions

Voting is just a service as any other provided by the state to its
citizens. It will move to the digital carries as all the rest of the
services do.
Mankind is increasingly mobile. Postal voting is much less
secure than properly done Internet voting.
The only way of finding out the real balance between the risks
and benefits of Internet voting is to actually do it.
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BOAC de Haviland Comet 1, 1953

Source: Wikimedia Commons
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BOAC Flight 781

On January 10th, 1954, 20
minutes after taking off, a
Comet jet broke up in
mid-air and crashed into the
Mediterranean sea killing all
the 35 people on board
There was no apparent
reason, and it took a series
of long tests to figure it out

. . . and this was 50 years
after the first plane took off
the ground

Source: http://www.cracked.com/

article_19623_6-small-math-errors-

that-caused-huge-disasters.html
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