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Electoral commission is accountable for 

the e-voting process and the result

Electoral commission must be able to verify 

process, electoral principles and result
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POLICY CYCLE

 Evaluation can happen at 

every stage of the cycle

 Enables swift and justified 

adaptions to policy making

Policy Discussion

Policy Formation

Policy Acceptance

Agenda Setting

Implementation

Provision of

means

Höchtl Johann, Peter Parycek, und Ralph Schöllhammer. 2015.

„Big Data in the Policy Cycle: Policy Decision Making in the Digital Era“.

Journal of Organizational Computing and Electronic Commerce, Dezember, 

http://dx.doi.org/10.1080/10919392.2015.1125187

http://dx.doi.org/10.1080/10919392.2015.1125187


Implementation

Wiki Shared Work Space

Large-scale Participation

Extensive Information and Implicit Participation

Survey

Summarising Public Opinions in Social-Networks

Collection of Ideas, Prioritisation

Solving Problems with Citizens

Collaborative Budgeting



E-DEMOCRACY CONFERENCE TREND (CEDEM) 



HOW SHOULD WE ORGANIZE THE VOTING PROCESS?



FLASHBACK
ELECTIONS TO THE AUSTRIAN FEDERATION OF STUDENTS (2009)



The Use of
E-Voting
in the Federation
of Students‘ 
Elections 2009

EVOTE2010 Conference Robert Krimmer
Lochau/Bregenz, July 22nd, 2010 Andreas Ehringfeld

Markus Traxl

shutterstock/Montage: E&L



E-Voting Readiness Index

EVOTE2010, Lochau/Bregenz, Austria

E-Voting Readiness Cockpit: AUSTRIA

Political Legal InfoSociety E-Vote ERI
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Election Phase (IV)

• International Voting from abroad seminar in Vienna

• 30 international experts, incl. visit of 24h-observation

EVOTE2010, Lochau/Bregenz, Austria



16

First the university

was selected by the

prospective voter



Election Phase (VI)

EVOTE2010, Lochau/Bregenz, Austria





Things we have to learn before we can do them, 

we learn by doing them.



REQUIREMENTS BASED ON 

THE SENTENCE & LITERATURE



RESEARCH METHODOLOGY: DEDUCTION OF REQUIREMENTS 

▪ Analysis of sentence of the Austrian Constitutional Court for references to e-Voting in 

the election of the Austrian Federation of Students.

Legal Requirements 

Extracted from Texts

28 Legal 

Requirements 

5 Categories 

Identified



RESEARCH METHODOLOGY: LITERATURE SEARCH FOR SOLUTIONS

▪ Review of existing scholarly and practitioner literature conducted for relevant legal 

concepts and technological solutions.

Scopus Database Google Scholar Google Books



CLUSTERING OF RESULT SENTENCE ANALYSIS

electoral commission accountability

security organisation

voting process



I) REQUIREMENTS FOR VOTING PROCESS (1)

▪ voter’s anonymity 
“It must never be possible at any time to combine/trace‐back the identity of the voter with the 

electoral behaviour”

▪ personal data reduction
“The identity of the person entitled to vote shall be verified only with the personal data 

necessary to carry out the election”

▪ anonymity and non traceability for ballots
“The technical system must ensure that the completed ballots are anonymized and are not 

traceable when they arrive at the electoral commissions for counting.” 

▪ encrypted transmission between election committee
“The election data must be encrypted during transmission to the election committee.”



I) REQUIREMENTS FOR VOTING PROCESS (2)

▪ Preventing from acting with undue haste 
“The voter should not be able to vote too quickly.”

▪ Voters Identification and One Wo(man) one Vote: 
“vote by non‐authorized persons and the submission of several votes by one person must 

be exclude”

▪ unobserved, uninfluenced: 
“Voter must be committed to the unobserved, uninfluenced and personal completion of the 

electoral forms.”

▪ Authenticity through digital signatures: 
“The use of electronic signatures must guarantee the authenticity of the completed ballot.” 



II REQUIREMENTS FOR TRUST BY ELECTORAL COMMITTEES (1)

▪ The electoral commission must be able to carry out all its statutory tasks.

▪ Caarls (2010): two pronged approach for an Electoral Management Bodies 

▪ EMB tasks and responsibilities need to be defined in legislation.

▪ Technology choices and personnel skills need to be in line with EMB 

objectives.

▪ The electoral commission must accept/receive the ballot

▪ Chiang (2009): People are more confident about ‘traditional’ voting with physical 

ballots 

▪ Pieters (2006): Electronic voting systems need to be seen as secure 



II REQUIREMENTS FOR TRUST BY ELECTORAL COMMITTEES (2)

▪ The electoral commission must examine the electoral authority/eligibility of 
the elector.

▪ The verification of the identity of the person entitled to vote must take 
place before the transmission of the electoral form

▪ Regenscheid et. al. (2011): For internet voting to be secure a similar 
procedural requirement has often to be met. 



II REQUIREMENTS FOR TRUST BY ELECTORAL COMMITTEES (3)

▪ A certification of the e‐voting system by experts cannot replace the state 
guarantee of the electoral principles observed by electoral commissions.

▪ Richter (2010): Observes that all forms of voting have been criticised for 
not fulfilling the Principle of the Public Nature of the Election declared 
as a constitutional principle in the Voting-Machine-Judgement of the 
German Federal Court.

▪ Gritizalis (2002): Electronic voting should only be considered as a 
complementary means to traditional voting.

▪ Caarls (2010): Highlights ‘trust’ and ‘confidence’ as necessary pre-
conditions for the uptake of e-voting systems.  ‘Security’ is also 
considered important.



REQUIREMENTS FOR ACCOUNTABILITY (1)

▪ The electoral commission must be able to determine the election results 
and their validity

▪ Gritzalis (2002): An e-voting system should allow for its verification by both 

individual voters (individual verifiability) and by election officials, parties, and 

observers (institutional or universal verifiability).

▪ Gharadaghy & Volkamer (2010): Universal verifiability is more complex to 

achieve than individual verifiability.

▪ The verification of the validity of the ballot papers must be ensured by the 
election committee.

▪ Khaki (2014): Proposes basic and advanced security protocols that may be applied by an 

EMB to successfully verify the validity of submitted ballot papers. 



REQUIREMENTS FOR ACCOUNTABILITY (2)

▪ The electoral commission and the judicial authorities of public law must be 
able to carry out a verification of the electoral principles and results after 
the election

▪ Caarls (2010): An audit trail needs to be established for all aspects of the system 

used in elections so that changes and decisions may be ‘explained and 

defended’.

▪ Norden (2007): Election audits create public confidence, deter election fraud, 

detect systemic errors,  provide feedback about technology, set benchmarks for 

EMBs, confirm reliability of election results. 



REQUIREMENTS FOR ACCOUNTABILITY (3)

▪ The essential steps of the electoral process must be reliably verified by 
the electoral commission (without the assistance of experts!) and the 
judicial authorities of public law.

▪ Caarls (2010): Advocates that every part of the process be audited post-
election. 

▪ Prandini & Ramilli (2012): Principle of auditabilty refers to the necessary 
pre-condition of their being reliable and demonstrably authentic election 
records against which due process can be accounted for.



REQUIREMENTS FOR ACCOUNTABILITY (4)

▪ The essential steps of the determination of results must be reliably 
verified by the electoral commission (without the participation of experts

▪ Concept similar to the legal principle of the ‘public nature of elections’ in 

Germany. Both technical and legal provision must be made for an EMB to verify 

independently and reliably the process of voting without its personnel requiring 

specialist knowledge.

▪ Winkler et. al. (2009): E-voting systems, like other information systems, need to 

be considered in terms of their ‘usability’ or their perceived ease of use and 

usefulness. 



ORGANISATIONAL REQUIREMENTS

▪ The electoral principles

▪ A secret and personal election must be feasible through e‐voting.

▪ At least the same election principles as in the postal election

▪ Clarification & Transparency

▪ The electoral regulation must specify more details on the conduct of the 

elections by e‐voting. 

▪ E‐voting has to be made more transparent for the public to provide accessibility 

for the interested public to control the applied techniques and the system used. 



SECURITY REQUIREMENTS

▪ Special precautions must be taken to avoid programming errors.

▪ Special precautions should be taken to avoid election fraud through 
manipulation.

▪ The technical components used in the electoral commission and vote must be 
adequately and run according to the state of the art.

▪ The fulfilment of the safety requirements must be certified by a certification 
body.

▪ The election commission must be able to check whether the system used has 
worked flawlessly.



CONCLUSION & DISCUSSION



CLUSTERING OF RESULT SENTENCE ANALYSIS

electoral commission accountability

security organisation

voting process



AUSTRIAN CONSTITUTIONAL COURT
Electoral commission is accountable for 

the e-voting process and the result

Electoral commission must be able to verify 

process, electoral principles and result



RELEVANCE FOR THE ELECTORAL COMMITTEES & ACCOUNTABILITY

▪ The pronouncements of the Austrian Constitutional Court are extensive and can 

provide guidelines for the implementation of secure e-voting in any context.

▪ E-Voting regulations for officially binding elections address the highest standards of 

security, auditability, and reliability.

▪ The requirements derived from the rulings of the Austrian Constitutional Court may 

serve as a base for the creation of tailor-made solutions applicable elsewhere.
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APPENDIX



RESEARCH METHODOLOGY: CLUSTERING OF REQUIREMENTS 

▪ Legal requirements pertaining to e-voting were extracted from judgements passed by 

the Austrian Constitutional Court and clustered into 5 broad categories:

A. Voting Requirements

B. Requirements concerning the electoral commission

C. Requirements concerning the electoral examination

D. Requirements concerning security

E. Requirements concerning the organization



RESEARCH METHODOLOGY: REQUIREMENTS AT A GLANCE

A. Voting Requirements

A1. It must never be possible at any time to combine/trace-back the identity of the voter 

with the electoral behaviour.

A2. The identity of the person entitled to vote shall be verified only with the personal 

data necessary to carry out the election.

A3. The technical system must ensure that the completed ballots are anonymized and 

are not traceable when they arrive at the electoral commissions for counting.

A4. The election data must be encrypted during transmission to the election committee.



RESEARCH METHODOLOGY: REQUIREMENTS AT A GLANCE

A. Voting Requirements [contd.]

A5. The voter should not be able to vote too quickly.

A6. A vote by non-authorized persons and the submission of several votes by one 

person must be excluded. 

A7. Voter must be committed to the unobserved, uninfluenced and personal completion 

of the electoral forms. 

A8. The use of electronic signatures must guarantee the authenticity of the completed 

ballot



RESEARCH METHODOLOGY: REQUIREMENTS AT A GLANCE

B. Requirements concerning the electoral commission

B1. The electoral commission must be able to carry out all its statutory tasks.

B2. The electoral commission must accept/receive the ballot.

B3. The electoral commission must examine the electoral authority/eligibility of the elector.

B4. The verification of the identity of the person entitled to vote must take place before the 

transmission of the electoral form.

B5. A certification of the e-voting system by experts cannot replace the state guarantee of 

the electoral principles observed by electoral commissions.



RESEARCH METHODOLOGY: REQUIREMENTS AT A GLANCE

C. Requirements concerning the electoral examination

C1. The electoral commission must be able to determine the election

results and their validity.

C2. The verification of the validity of the ballot papers must be ensured by the election 

committee.

C3. The electoral commission and the judicial authorities of public law must be able to carry 

out a verification of the electoral principles and results after the election.

C4. The essential steps of the electoral process must be reliably verified by the electoral 

commission (without the assistance of experts) and the judicial authorities of public law.

C5. The essential steps of the determination of results must be reliably verified by the electoral 

commission (without the participation of experts).



RESEARCH METHODOLOGY: REQUIREMENTS AT A GLANCE

D.  Requirements concerning security

D1. The election commission must be able to check whether the system used has 

worked flawlessly.

D2. Special precautions must be taken to avoid programming errors.

D3. Special precautions should be taken to avoid election fraud through manipulation.

D4. The technical components used in the electoral commission and vote must be 

adequately and run according to the state of the art.

D5. The fulfilment of the safety requirements must be certified by a certification body.



RESEARCH METHODOLOGY: REQUIREMENTS AT A GLANCE

E. Requirements concerning the organization

E1. A secret and personal election must be feasible through e-voting.

E2. At least the same election principles must be respected as in the postal election.

E3. The requirements placed on polling booths must be met by the technical 

components set up at the university premises for casting the electronic vote. 

E4. The electoral regulation must specify more details on the conduct of the elections by 

e-voting. 

E5. E-voting has to be made more transparent for the public to provide accessibility for 

the interested public to control the applied techniques and the system used.


