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Block chain voting hype, part 1

“Estonia has access to the industrial block chain platform, but the
government has not used it for e-voting. If the government would
do it, then e-votes would become as trustworthy as paper votes.”
Matthew Johnson, Guardtime
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Block chain voting hype, part 2
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Block chain voting hype, part 3
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Block chain voting hype, part 4
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Introduction to block chains
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We say that block chain is permissionless if anyone can submit
transactions to it. Otherwise we speak about permissioned
block chain.
If anyone can read the block chain, we call it public, but if
reading is limited to designated parties only, we speak of a
private block chain.
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How to use block chains for e-voting?
Voting rules can be enforced by smart contracts.
Vote casting can be implemented via Bitcoin/Zerocoin etc.
currency transfer.
Block chain can be used as a ledger to commit votes to, or as a
time stamp provider.
One can mix paper voting with block chains, e.g. committing
scanned ballots to block chain
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How to use block chains for e-voting?
Voting rules can be enforced by smart contracts.
Vote casting can be implemented via Bitcoin/Zerocoin etc.
currency transfer.
Block chain can be used as a ledger to commit votes to, or as a
time stamp provider.
One can mix paper voting with block chains, e.g. committing
scanned ballots to block chain
. . . or you can hand-type all the votes that have been read out
loud, and use block chain instead of Excel to add them.
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Agora in Sierra Leone
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Agora in Sierra Leone
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Public or private? Permissioned or
permissionless?
Public permissionless block chains have appealing properties:
Bitcoin and Ethereum are already there, i.e. no need for extra
setup.
People who run these already have financial incentives to do so, i.e.
no need to pay them.
Bitcoin and Ethereum have undergone massive “community
certification” – their security claims have been widely scrutinised,
software code has been studied by many people.

Probably for these reasons, majority of block chain e-voting
proposals use public permissionless financially incentivised block
chains.
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Eligibility verification
How do we know that the person who submitted a vote had the
right to do so in the first place?
And how do we know that no-one submitted two votes?
The question is especially painful in case of Bitcoin transaction
based schemes, since Bitcoin was designed to be anonymous.
All the proposed solutions are somewhat partial.
Democracy.Earth proposes user profile creation via uploading a
selfie-video to block chain.
Wu proposes using ring signatures.
Bistarelli et al. propose using Anonymous Kerberos.
This is my favourite – for even a bit larger elections you must use an
external identity provider, and this solution also allows for online
voter list updates.
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Consistency verification
During the voting process we commit something to the block
chain. But then what?
How and what does a member of the public audit?
Due to software, network or other error some transactions may
be damaged or missing. There has to be a way of adding
corrections later, hence auditing tool must take these
corrections into account.
Agora addressed this problem by allowing to commit a free-form
text explaining the correction to the block chain . . .

What do you do with repeated vote submissions? Another
logic/mechanism is needed for that.
None of the proposals we considered presented a full formal set
of rules under which the block chain elections are considered
fine.
October 4th, 2018

11

Performance issues
Cryptocurrency transfer costs money, and due to volatility of
cryptocurrencies, cost of elections may be poorly predictable.
When using Bitcoin ledger, the primary method of adding
free-form input is via OP RETURN code, but this can only
accommodate 80 bytes.
When using public permissionless block chains like Bitcoin or
Ethereum, the number of transactions per second is very
limited.
7 in case of Bitcoin and 15 in case of Ethereum.

Smart contract based schemes have very poor performance,
making it impossible to accommodate more than 100 voters.
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Transaction registration is not
guaranteed
When using public permissionless block chains, accepting the
transaction is not actually guaranteed.
There are several options, none 100% working.
Add more transaction fee.
But you will only know post factum that you offered too little in the
first try.
Plus, even with more fee you still have no guarantees.

Wait for a longer time.
But for how long?
Elections typically require a fixed moment in time for the votes to be
counted.
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Centralization of mining power
Bitcoin and Ethereum incentivize the miners to group into
centrally managed mining pools.
The hash rate distribution within the pools is highly
concentrated to a few nodes.
In 2015, only 2% of the Bitcoin mining nodes held 3/4 of the
mining power.
In Bitcoin, four top pools hold 53% of average mining power.
In Ethereum, three top pools hold 61% of the mining power.
About 80% of all the Bitcoin mining power is in China.
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Instead of conclusions
Josh Benaloh: “I find myself
debunking a blockchain voting
effort about every few weeks. It
feels like a very good fit for
voting, until you dig a couple
millimeters below the surface.”

Josh Benaloh
Photo by Brent Nicastro, ffrf.org
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